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The New dCache Authorization

gPLAZMA

grid-aware PLuggable AuthoriZation MAnagement

Ted Hesselroth
dCache Collaboration
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gPlazma

* (Centralized Authorization
* Selectable authorization mechanisms
* Compatible with compute element authorization

* Role-based
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gPlazma Authorization

[ Client ["”>| VOMS gPlazma as a cell 1n dCache
Plugins
request oy group and role
Plugin
context 2 dcache.kpwd
SRl OF S gPlazma e Get
Door cell —
message AuthRecord username grldmap
uid
gid username
™w grid-
rootpath vorolemap
Get
authz info SAML
Client

Al &




Ted Hesselroth dCache Workshop Janua

R

The kpwd Method

* The default method
* Maps
- DN to username

— username to uid, gid, rw, rootpath

dcache.kpwd:

# Mappings for 'cnsprod' users
mappi ng "/ DC=or g/ DC=doegri ds/ OU=Peopl e/ CN=Ted Hessel rot h 899520" cnsprod
mappi ng "/ DC=or g/ DC=doegri ds/ OU=Peopl e/ CN=Shaowen WAng 564753" cnsprod

# Login for 'cnsprod users

| ogi n cnspr od read-wite 9801 5033 /

/ pnfs/fnal.gov/datalcnsprod / pnf s/ fnal.gov/datalcnsprod
| DC=or g/ DC=doegri ds/ OU=Peopl e/ CN=Ted Hessel rot h 899520
| DC=or g/ DC=doegr i ds/ Qk=Peopl e/ CN=Shaowen Wang 564753
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The grid-mapfile Method
* May use mapfile from compute element.

/etc/grid-security/grid-mapfile:

" | DC=or g/ DC=doegri ds/ OU=Peopl e/ CN=Ted Hessel roth 899520" cnsprod
" | DC=or g/ DC=doegri ds/ OU=Peopl e/ CN=ABHI SHEK SI NGH RANA 768382" cnsprod
" [ DC=or g/ DC=doegri ds/ OU=Peopl e/ CN=Keri Penbrook 651725" dzero

* Lookup in storage-authzdb follows for uid, gid, etc.

* Authorizes and provides site-specific storage obligations

/etc/grid-security/storage-authzdb:

aut horize cnsprod read-wite 9811 5063 / /pnfs/fnal.gov/data/cns /
aut hori ze dzero read-wite 1841 5063 / /pnfs/fnal.gov/data/dzero /
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The gplazmalite-vorole-mapping Method

* Role is appended to DN for lookup.

/etc/grid-security/grid-vorolemap:

" | DC=or g/ DC=doegri ds/ OU=Peopl e/ CN=Ted Hessel roth 899520"
"/ cnms/ uscns/ Rol e=cnsprod” uscns01

" | DC=or g/ DC=doegri ds/ OU=Peopl e/ CN=Keri Penbr ook 651725" dzero
“*" " [cne/ uscns/ Rol e=cnsprod" cnsprod

"x" [ cms/ uscns/ Rol e=anal ysi s" anal ysis

* Lookup in storage-authzdb follows for uid, gid, etc.

* Alternative: An LCMAPS Plugin
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The saml-vo-mapping Method

* Acts as a client to GUMS

dcachesrm-gplazma.policy:

# Switches"
sam - vo- mappi ng="ON"

#.SANL-based grid VO rol e mappi ng
mappi ngServiceUrl ="https://fl egling09.fnal.gov: 8443/ guns/ servi ces/
GUMSAuUt hori zati onServi cePort ™

* Returns a username.

* Lookup in storage-authzdb follows for uid, gid, etc.
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GUMS (Grid User Management System)

* Compute elements also authorize through GUMS

Gatekeeper

gPlazma
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Diagram Credit: Ian Fisk and Gabriele Carcassi, ‘“Role Based VO Authorization Services”, July 20, 2005
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The saz-client Method

* Acts as a client to SAZ (Site AuthZ) server

- Sends certificate chain

- SAZ returns a “yes” or “no” result
* If saz-client on, called before other plugins
— At least one other plugin must also pass.

dcachesrm-gplazma.policy:

# SAZ Settings

saz-client="0N

SAZ SERVER HOST="fl edgl i ng09. f nal . gov"
SAZ SERVER PCRT="8888"
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Fallback Authorization in gPlazma Cell

* If authorization fails or is denied, attempts next method

dcachesrm-gplazma.policy:

# Swi t ches”

sanl - vo- mappi ng=" ON"

kpwd=" ON"

grid-mapfil e=" OFF"

gpl azmal i t e- vor ol e- mappi ng=" OFF"

# Priorities
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Falloack Authorization by Direct Calls

* If authorization from gPlazma cell fails or is denied,
attempts authorization by direct call of gPlazma methods.

config/gridftpdoorSetup or config/gridftpdoorSetup:

useGPl azmaAut hori zat i onMbodul e=t r ue
use@GPl azmaAut hori zati onCel | =t rue
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Blacklisting

* Denial of specific DN and Role combinations

/etc/grid-security/grid-vorolemap:

" | DC=or g/ DC=doegri ds/ OU=Peopl e/ CN=Ted Hessel roth 899520"
"/ cms/ uscns/ Rol e=cnsprod” -

dcachesrm-gplazma.policy:

# Swi tches

sam - vo- mappi ng=" OFF"

kpwd=" ON"

grid-mapfil e=" OFF"

gpl azmal i t e- vor ol e- mappi ng="ON"

# Priorities
sanl - vo- mappi ng-priority="2"

grid-mapfile-priority="4"
gpl azmal i t e-vor ol e- mappi ng-priority="1"
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Logging
* ssh command “set LoglLevel <level>”
* ERROR

— Exception or authorization denied by gPlazma

* WARN

— Authorization denied by plugin
* INFO

— Authorizations granted by plugin
* DEBUG

- Program trace
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ThreadManager

* Supplies threads and runs processes in them.

* Queues runnables to wait for an available thread.

config/srm.batch:

create di skCacheV11l. util. ThreadManager ThreadManager \
"default \
-numt hr eads=10 \
-t hread-ti neout =15 \

diskCacheV111/srm/dcache/PinCompanion.java:

public void answerArrived( final Cell Message req , final Cell Message answer ) {
di skCacheV111l. util. ThreadManager. execut e(new Runnabl e() {
public void run() {
processMessage(req, answer) ;
}

1),
}

Al &




Ted Hesselroth dCache Workshop January

R

New in Version 1.8

* No delegation

* SAZ plugin

* Regular expression support in storage-authzdb
* Priority field in storage-authzdb

* StorageAuthorizationService
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Appendix: Use Cases
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Use Case — Roles for Reading and Writing

* Write privilege for cmsprod role.

* Read privilege for analysis and cmsuser roles.

/etc/grid-security/grid-vorolemap:
"x" "[cms/uscns/ Rol e=cnsprod” cnsprod
11 * 11

"/ cms/ uscns/ Rol e=anal ysi s" anal ysi s

"xto"[cems/ uscns/ Rol e=cnsuser" cnsuser

/etc/grid-security/storage-authzdb:

aut horize cnsprod read-wite 9811 5063 / /pnfs/fnal.gov/data /
aut horize analysis read-wite 10822 5063 / /pnfs/fnal.gov/data /
aut hori ze cnsuser read-only 10001 6800 / /pnfs/fnal.gov/data /
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Use Case — Home Directories

* Users can read and write only to their own directories

/etc/grid-security/grid-vorolemap:
" | DC=or g/ DC=doegri ds/ OU=Peopl e/ CN=Sel by Boot h" cns821

" | DC=or g/ DC=doegri ds/ OU=Peopl e/ CN=Kenj a Kassi" cns822
" | DC=or g/ DC=doegri ds/ OU=Peopl e/ CN=Anei | Fauss" cns823

/etc/grid-security/storage-authzdb for version 1.7.0:

aut hori ze cns821 read-wite 10821 7000 / /pnfs/fnal.gov/data/cne821 /
aut hori ze cns822 read-wite 10822 7000 / /pnfs/fnal.gov/data/cne822 /
aut hori ze cne823 read-wite 10823 7000 / /pnfs/fnal.gov/data/cns823 /

/etc/grid-security/storage-authzdb for version 1.8:

aut horize cnms(\d\d\d) read-wite 10$1 7000 / /pnfs/fnal.gov/data/cnms$l /
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Appendix: GUMS

Grid User Management System
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GUMS (Grid User Management System)

* Is a Policy Decision Point
* Implemented as a web service

* Checks VOMS servers for user membership

— No maintenance of individual users at storage site

— Ensures that users are ina VO
* Maintains MySQL database of users and roles
* Checks users DN, maps to Group and Role to username

— Group and pool accounts

— Individual accounts, NIS or LDAP query
Al —
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GUMS Configuration
* Example entry for a username mapping

/opt/gums-service/var/war/WEB-INF/classes/gums.config:

<gr oupMappi ng nane="uscnsprod" accounti ngVo="uscns" accounti ngDesc="CMs">
<user G oup cl assNane="gov. bnl . guns. VOMSG oup"
url ="https://lcg-vons. cern. ch: 8443/ vons/ cns/ servi ces/ VOMSAdmM n"
per si st enceFact ory="nysql "
name="cnsprod"
voG oup="/cns/ uscns"
voRol e="cnspr od"
mat chFQAN="exact "
sslCertfile="/etc/grid-security/http/httpcert. pent
ssl Key="/etc/grid-security/http/httpkey. pemt'/>
<account Mappi ng cl assNane="gov. bnl . guns. G oupAccount Mapper"
gr oupNanme="cnsprod"/ >
</ gr oupMappi ng>
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StorageAuthorizationService
* Web service

— Adds uid, gid, etc info from storage-authzdb

_______________________________________________
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